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Abstract — Phishing campaigns increasingly evade content-based
detection filters by varying message text while preserving underly-
ing sending infrastructure and behavioral patterns, motivating de-
tection approaches that examine metadata rather than message con-
tent alone. This study develops a behavioral detection framework
analyzing email metadata features, including sending time patterns,
header inconsistencies, and relay path irregularities, to identify co-
ordinated phishing campaigns across an organizational email cor-
pus. Rather than classifying individual messages in isolation, the ap-
proach clusters messages exhibiting correlated metadata signatures
to identify campaign-level patterns that individual message classi-
fiers frequently miss, particularly for low-volume targeted campaigns
designed to avoid triggering volume-based anomaly thresholds. We
evaluate the framework against a labeled dataset combining con-
firmed phishing incidents with legitimate email traffic, comparing
detection performance against a content-based baseline classifier un-
der conditions simulating adversarial message text variation. Results
show that the behavioral metadata approach maintained substan-
tially more stable detection performance under text variation condi-
tions where the content-based baseline degraded considerably, indi-
cating greater robustness to evasion attempts targeting message con-
tent specifically. We discuss deployment considerations for integrat-
ing metadata-based campaign detection alongside existing content
filtering within enterprise email security pipelines without introduc-
ing excessive false positive burden for security analysts.

Index Terms — phishing detection, email security, behavioral
analysis, metadata analysis, cybersecurity

I.INTRODUCTION

Phishing campaigns increasingly evade content-based detec-
tion filters by varying message text while preserving underly-
ing sending infrastructure and behavioral patterns, motivating
detection approaches that look beyond message content [1].
Content-based classifiers, though effective against unsophisti-
cated attacks, degrade markedly when adversaries deliberately
vary wording to avoid signature or classifier triggers [2].

Email metadata, including header structure, relay paths, and
sending time patterns, offers signals that are comparatively
costly for attackers to vary without disrupting operational in-
frastructure [3]. Low-volume targeted campaigns present a
particular detection challenge, as they are designed specifically
to avoid triggering volume-based anomaly thresholds common
in enterprise defenses [4].

This study develops a behavioral detection framework that
clusters messages by correlated metadata signatures to identify
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Table 1. Detection performance under adversarial text variation

Condition Metadata F1  Content-Based F1  False Positive
No variation 0.93 091 0.04
Low variation 0.91 0.78 0.05
Moderate variation 0.89 0.61 0.06
High variation 0.86 0.44 0.07

campaign-level phishing patterns, evaluated against a content-
based baseline under adversarial text variation conditions.

II. RELATED WORK

Content-based phishing detection has drawn extensively on
natural language features and URL analysis, achieving strong
performance against known attack patterns but exhibiting
known brittleness to adversarial text perturbation. Metadata-
based and infrastructure-based detection approaches have been
explored in spam filtering more broadly, though their applica-
tion specifically to campaign-level phishing clustering under
text-variation adversarial conditions remains less thoroughly
evaluated. Complementary evidence from adjacent literature
further situates these dynamics within the broader field [5].
Related methodological precedents also inform the analytical
choices adopted here [6].

III. METHODOLOGY

Email metadata features, including header inconsistencies,
sending time distributions, and relay path irregularities, were
extracted from an organizational email corpus combining con-
firmed phishing incidents with legitimate traffic.

A. Campaign-Level Clustering Approach

Rather than classifying individual messages in isolation, mes-
sages were clustered based on correlated metadata signatures
using a similarity-based clustering algorithm, allowing identi-
fication of coordinated campaigns even when individual mes-
sages within a cluster exhibited highly varied textual content.

IV. RESULTS

Table 1 compares detection performance between the
metadata-based clustering approach and a content-based
baseline classifier across text variation conditions.
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The metadata-based approach maintained substantially
more stable detection performance as text variation intensity
increased, while the content-based baseline degraded consid-
erably.

V. DISCUSSION

The stability of metadata-based detection under adversarial
text variation supports the interpretation that behavioral and
infrastructural signals are more costly for attackers to obfus-
cate than message wording, offering a meaningful robustness
advantage for campaign-level detection. The clustering ap-
proach additionally surfaced low-volume targeted campaigns
that individual message classifiers frequently missed, address-
ing a known blind spot in volume-threshold-based anomaly
detection. Practical deployment requires careful false positive
management, since clustering-based flagging can implicate le-
gitimate bulk communication patterns if not tuned to organi-
zational context.

VI. CONCLUSION

Behavioral metadata analysis offers a robust complement to
content-based phishing detection, particularly valuable against
adversarial text variation and low-volume targeted campaigns.
Enterprise email security pipelines should integrate metadata-
based campaign detection alongside content filtering while
managing false positive burden for security analysts.
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